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This design and simulation research is conducted in CMC network security (message 
encryption context). The design will use MATLAB encryption to show simulation. 
The coding is designed in such a way that there is a malicious attack to destroy the 
data. The system will automatically protect data and thus retrieve data at the end of the 
system. The important study in this research is an automated learning system for deep 
learning to enhance security. Through system training, security can be improved. The 
incoming data will be checked and the system will determine whether it contains errors 
or false data. The system will determine after the defragmentation function, and the 
next thing is the key length tracking message programming. This is to make sure that 
the master message follows formatting in the hash. Anything that does not follow the 
hash format in the system or panel will be ignored. There is a transmitter transmitting 
the message in a series of blocks. There is a receiver receiving the message in a series 
of blocks. Messages in the transmitter are protected by fragmentation and arranged in 
encryption. This is according to the syntax algorithm. One of the two messages is 
deliberately rearranging and attacking by malicious. The problematic message uses 
light blue representation in simulation. The sent message uses the red color 
representation in the simulation. Hence, the fragmented CMS encryption algorithm 
will solve this problem and the errors in the message will be removed. The receiver 
must receive a clean message chain without errors. The requested messages sent from 
the sender and the receiver are used by the green receiver to represent. By the end of 
the research, the animation and animation system will be introduced to show the basic 
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1.1 Background of Study 
Information security is defined as "the protection of information and information 
systems from unauthorized access, use, disclosure, disruption, modification or 
destruction". Essentially, this means that we want to protect our data (wherever it is) 
and system assets from those who seek to misuse them. This means protecting them 
from attackers who invade our networks, viruses, natural disasters, adverse 
environmental conditions, power outages, theft, vandalism or other undesirable 
situations. In the end, we will try to secure the nose look at the most likely forms of 
attack, to the maximum that we can reasonably do [1]. 
Today, there are many encryption scheme and data protection software have 
been developed to protect the data or message. Some software has an ability to remove 
the viruses and malware. All this harmful software could be a spy or malicious who 
can steal information from the user or from the system transaction. Thus, security in 
internet network becomes more and more useful [2]. 
This research is about the implementation of hashed cryptography algorithm 
based on CMS (Cryptography Message Syntax) protocol to protect the message and 
eliminate the harmful attack. The research will use the MATLAB to demonstrate the 
protection. A hash message which contain user information. The cryptography 
encryption then applied to protect the data. With the CMS protocol, the encrypted data 
will become more secure and difficult for the computer hacker to hack the data. The 








1.2 Problem Statement 
Today the data protection scheme and encryption methods encountered low security. 
Many data under protection still being able attacked by third party or malicious. This 
is not because the data protection scheme is not good enough, but this is more to the 
attacking methods are getting more advanced. People nowadays tend to develop 
advanced coding to attack the wanted data in the network. They could use differences 
methods and coding schemes. Those antivirus software and antimalware software are 
not able to follow the latest development of the attacking coding. Most of this software 
still at the level to detect the .exe files only. They do not upgrade to the next level of 
data protection. The current data attackers can damage the registration files, damage 
the .ini files and other important root files. 
Another problem facing today is the difficulties develop the anti-attacker’s 
software. The scheme is getting more and more difficult until not many researchers 
want to take the challenge. Also, the current advanced data protection scheme is very 
difficult to learn. Each and every researcher has their own opinions and the root of 
study is not really standardized. 
There are many research gaps found in the data protection scheme researches. The 
research gaps are: 
 Auto update the algorithms to fight with new attackers  
 The effectiveness to identify real and fake viruses 
 100% clean the network without any worms 
The above three points are the new challenges for next generation of data 
protection schemes. They might take times to develop and test the systems. The 
chances of success relies on how effective people develop the coding. The artificial 
intelligence system may be incorporate into the system to enhance the protection. 
1.3 Objectives of the Study 
The objectives of the research are. 
(i) To simulate the hashed cryptography algorithm. 
(ii) To proposed hashed cryptography algorithm. 








1.4 Scope of Project 
The scope of the research will cover the following topics. 
 The hashed cryptography algorithm using CMS  
 The MATLAB  
The scope also will consider the time spend in the research. This is main focus to 
manage time well in order to complete every section of the task in the research. This 
research will spend more time in learning the MATLAB compare with spend time in 
study the theory about the CMS. MATLAB is very difficult to learn as there are many 
hidden functions. Some functions are not disclosed in the help file or in the tutorial. 
Therefore, user has to get more information from the literature reviews in order to 
study more detail about the MATLAB. 
Apart from the timing, the cost and the quality also the focus in the research. 
Although this research does not spend any cost on the hardware, so the quality will be 
depending on the software performance. The quality of the research will justify the 
accuracy and performance of the system when input parameters are entered. The 
quality of the research also will be compared with other people works. This can come 
out a standard for the data protection development system. 
1.5 Research Contribution 
The study of hashed cryptography algorithm using CMS can contribute to the next 
level of data protection scheme. It helps to enhance the network security by making 
the attackers difficult to attack the data. Some fake coding is placed upfront of real 
data. Thus, when attacker obtain the data, they are actually getting a fake data. The 
real data is being protected by hashed cryptography algorithm. The development of 
hashed cryptography algorithm using CMS also contribute to the academic learning. 
With this technique, students be able to know the modern protection scheme on the 
data and able to compare with the traditional data protection scheme.  
The study of the hashed cryptography algorithm may also lead to the solution 
of security enhancement method in HAN (Home Area Network) for smart house. It 












2.1 Introduction  
This chapter shows the theory about the data protection scheme. The topics to be 
focused are hashed cryptography algorithm and other related topics on the security 
system. The chapter will begin the general theories behind all the encryption systems. 
The advantages and disadvantages about the types of encryptions will be shown. This 
is to compare the all the encryption methods in term of security. 
The chapter also shows the research papers presented by other researchers. The 
presentation of research papers is important because it helps to know the research 
trends and latest technology development in the security system. Apart from that, 
showing the research papers also will help to find out the research gaps and hence 
improve overall research. 
2.2 General Data Protection Scheme and Overall Study 
Encryption methods for data protection and security nowadays are fully digital. Today, 
there are three main encryptions methods employed to protect the data. These methods 
are symmetric key, asymmetric key and one-way hash. The symmetric key is very 
simple and direct. The unencrypted data is placed into the encryption, the system will 
generate an encrypted data and the receiver will decrypt the data. This method has 
been used for about more than 40 years from the digital century [3].  
The asymmetric key uses different keys. One for public and one for private. 








way hash uses hash method and no key is generated. The hash itself is a key and all 
the data have been encrypted. 
There are two differences encryptions are noticed. One is hash and the other 
one is key. The key encryption uses plaintext to protect the data whereas the hash using 
the hash tags to protect the data. The advantages of using hashing over the key 
encryption systems are [4]: 
 Easy to find the record after the data being hashed. 
 Random strings are generated for hashing to avoid duplicate of data stored in 
the database. 
 Hash to hash comparison is much easier than the comparing the data. Can be 
applied for huge data protection. 
Another advantage of using hash protection system is a one-way system. Unlike in 
ordinary encryption, two process: encryption and decryption are used in protecting the 
data. One-way protection scheme is easier to implement compare to two process of 
protecting the data.  
Today message encryption becomes more and more important to prevent 
malicious attack or third-party attack. The message like transaction of money and user 
information should be protected in certain level. There are many details of message 
encryption systems can be found in the published papers. Most of these message 
encryptions deploy "Message-Digest Algorithm" to protect the data. Some of them 
quite well-know are MD2, MD4 and MD5. 
The MD2 Message-Digest Algorithm is a cryptographic hash function 
developed by Ronald Rivest in 1989. The algorithm is optimized for 8-bit computers. 
MD2 is specified in RFC 1319. Although MD2 is no longer considered secure, even 
as of 2014, it remains in use in public key infrastructures as part of certificates 
generated with MD2 and RSA. The "MD" in MD2 stands for "Message Digest [4]. 
The MD4 Message-Digest Algorithm is a cryptographic hash function 
developed by Ronald Rivest [5]. The digest length is 128 bits. It is conjectured that it 
is computationally infeasible to produce two messages having the same message 
digest, or to produce any message having a given prespecified target message digest. 
The MD4 algorithm is designed to be quite fast on 32-bit machines. Weaknesses in 
MD4 were demonstrated by Den Boer and Bosselaers in a paper published [6]. The 
first full-round MD4 collision attack was found by Hans Dobbertin, which took only 








MD5 algorithm was developed by Professor Ronald L. Rivets. According to 
RFC 1321, “MD5 message-digest algorithm takes as input a message of arbitrary 
length and produces as output a 128-bit "fingerprint" or "message digest" of the input. 
It is conjectured that it is computationally infeasible to produce two messages having 
the same message digest, or to produce any message having a given prespecified target 
message digest. The MD5 algorithm is intended for digital signature applications, 
where a large file must be "compressed" in a secure manner before being encrypted 
with a private (secret) key under a public-key cryptosystem such as RSA. MD5 is 
considered one of the most efficient algorithms currently available and being used 
widely today [8]. 
 
2.3 Introduction to Cryptographic and Hash System in Security 
In cryptography encryption, a private key is generated. There is also a public key. The 
public only assigned when the message enters into the network. The decryption 
process will be carried at the receiver to retrieve back the message. The general 
expression for the cryptography encryption and decryption can written as [9]: 
C = Ek  (P)                   (2.1) 
P = Dk  (P)                   (2.2) 
 
Where P = plaintext 
C = ciphertext 
E = encryption method  
D = decryption method  
k = the key  
 
Equation 2.1 states that when the unencrypt data, also called plaintext is entered 
into the cryptography system, the data will be encrypted and turn into ciphertext. For 
every encryption, a key is generated. The key can be shared in the network as private 
or public depending on how the user define the network [10]. 
The hash on the other hand is defined as a block that transforming the plaintext 








human. Only the machine can understand [11]. Once the hash is generated, it is very 
hard to change the content and usually from output to input is not allowed. Figure 2.1 
shows the hashing algorithm. 
The hash on the other hand is defined as a block that transforming the plaintext 
into ciphertext. The hash contents many information where it cannot be understood by 
human. Only the machine can understand [11]. Once the hash is generated, it is very 
hard to change the content and usually from output to input is not allowed. Figure 2.1 
shows the hashing algorithm [12].  
 
Figure 2.1: Implementation of hashed cryptography algorithm CMS. 
The whole process in Figure 2.1 is called hashed cryptography algorithm. A pseudo 
code and flow chart explanation on the system will be explained detail in chapter 3. 
Only thing have to remember is the hash algorithm content hash text instead of 
plaintext like in key encryption. The hash security system nowadays becoming more 
and more popular. As mentioned, brief in chapter 1, the hash is a one-way encryption 
where hashed texts are used instead of plaintext. Today, most of the hashed systems 
are placed into a function so called hash function. Because they are placed in an order, 
so some people call it cryptographic hash function [13]. 
One-way hash function has played an important role in modern cryptography. It is one 
of the indispensable tools in digital signature and authentication. It can compress 
message with arbitrary length into a fixed length string which is called 
hash value [14]. 
This is the function that sets the random length message to a fixed-length hash 
result. This assignment can be distinguished by a secret key. The checksum mechanism 
is the only process to work with a factor proportional to the length of the message. All 
other operations operate in the short term due to retailing. Other applications for retail 








overview of application coding functions. In most applications, it is enough to provide 
a unique fingerprint for a message. This may mean that it is useless to find pairs of 
message collisions, that is, those fragmentations to the same result [15]. 
The operation of the hash system first converts the unencrypted data and then 
put them in the encrypted method using hash algorithm. The way it works depends on 
the complex mathematic algorithm. Usually, SHA-256 hash algorithm is applied up 
front the encryption. SHA-256 refers to 256-bit data hash encryptions. The algorithm 
was first discovered and designed by NSA. The SHA means Secure Hash Algorithm. 
It has the following characteristics [16]: 
 Available block size indication  
 Digest the size of the message after hashed  
 Only one cycle of iteration  
 Uses standard word size 
 Limited size of data length  
 Speed of hashed encryption determine by protocol 
The analysis of the hash system encryption can be explained as below [17]: 
Let  
 m1 = message 1 
  m2 = message 2  
   mn  = subsequence message  
    H = hash function  
   a1 = pseudo random number 1 
  a2 = pseudo random number 2 
   an = pseudo random number 3 
The pseudo generator is defined as the generator that generates secret code. 
The code generated should not be identical and it is impossible to be identical for every 
output. 
The message m1, m2, m3 ……... added into the generator in time domain can be 
expressed as [18]: 







        (2.3) 
The hash generator produces hash pseudo random code which will multiply to every 








Hashed encrypted data, H(m)  
N N
n n
n 1 n 1
a m (t)
 
   
   = a1m1(t) + a2m2(t) + a3m3(t) + …… anmn(t)                                               (2.4) 
 
         Note that the multiplication of anmn(t) is a new element. It is not the same as the 
previous message (unencrypted message).  To understand the mathematical of hashed 
system linked into practical, we take an example as below [20]:  
Message 1: How are you (unencrypted data) 
Pseudo random code: AE00, EE99, EDR1023, ……….. 
The outcome of the message is: HowAE00, areEE99, youEDR1023 
                                                 : 0045AE00#008EE99#865EDR1023 
Note that the '#' represents a space. In this example, symbol '#' is used. But in 
reality, it may change to other symbols. The symbols can change as the number of 
iterations increased for new incoming message. Remember that only one cycle of 
iteration is used for a particular message. The new message coming in will use 
difference codes and hence generate new message code. 
When the messages are placed in order or in series, they form a cryptography 
system. When the messages are in cryptography, they cannot be altered especially the 
position. There is no way return the message into hash process. The message has to re-
hashed again from the beginning if the mistake is found. 
Putting the messages into cryptography order is a job of algorithm. Again, this 
is controlled by a complex programming in mathematic form. The cryptography 










 = code for cryptography  
      
31 82 100 8
50 113 153 16





 = hashed message  
 
The code for cryptography will place in order to generate a series of code that 









     = 
1 2 3 | 1 0 0
2 3 4 | 0 1 0






     = 
1 0 0 | 11/ S 7 / S 1/ S
0 1 0 | 2 / S 1/ S 2 / S








     = 
11/ S 7 / S 1/ S 31 82 100 8 13 1 20 8
2 / S 1/ S 2 / S 50 113 153 16 0 9 19 0
4 / S 3 / S 1/ S 56 116 129 16 6 21 14 0
     
     
  
     
          
 
        
The last matrix results are the cryptography order for the hashed message. It 
may be read by the machine from row to row as: 13120809190621140 
 
2.4 Algorithm for Hashed Cryptography 
The algorithm is a computer way to show how the hash encryption works. The 
algorithm can be presented in many ways. In many ways means using differences types 
of programming languages like Java, C++, Python and so on. It is depending on the 
convenient of the programmer. 
           Some languages the programmers choose may have limited functions in the 
library. For example, if programmer choose to use FORTRAN, then it is impossible 
for user to present best graphical solution to show the hashed cryptography encryption 
[18]. 
           On the other hand, if the programmer chooses others programming languages 
like Visual Basic, C++ or C, a best graphical design may be available to describe the 
encryption operation using hash function.  
           For algorithm presentation, it is not necessarily having to be a complete 
programming. But, the main parts of the program that reflect the hash function and 




























Figure 2.3: Sample program for hash functions [20] 
Figure 2.2 shows the general hash function to encrypt the message whereas 
Figure 2.3 shows the sample program written in C to works as hash that receives the 
data or message. Figure 2.3 also parts of the programming language used in Figure 
2.2. Thus, explanation toward Figure 2.3 is much better than in Figure 2.2 [21]. 
As seen in Figure 2.3, the programming indicates various functions in C that 
can be used to program the hash function. From the programming, cube (x) is a single 
matrix variable. This matrix will hold the assignments (data) temporary stored into the 
memory. The multiplication in the programming indicates an assigned pseudo code 
for hash and the results will be stored back into cube (x) variable [22].  
Using the for (  ) loop function, the iteration can be controlled to read and 
assigned in few number of times. The for (  ) loop function is a powerful looping 
function. It can be controlled by assigning a starting value and end with final value. 








2.5 Comparison of Hashed encryption with Keyed encryption 
Hash security system is very straight forward. There is no addition function like keys 
have to generate. One-way of generating the secret code is fast and effective. No other 
algorithms required to add key or retrieve the key content.  
The ordinary encryption uses key method to encrypt the data. This creates two 
types of keys. One is for public and second is for private. Introducing the keys concept 
is useful and secure, but in other way round it is complicated and not easy to 
implement. 
      The following shows the advantages of hashing [24]:  
 Simple to hash and no additional keys required 
 Straight forward and no complicated algorithm 
 Hash and hash can be map together  
The disadvantages of hashed encryption are [25]: 
 
 Limited size of message length 
 Require high processor speed if the number of messages are increased  
 
The key encryption system is shown in Figure 2.3. 








The key encryption quite similar to the hash encryption except that a key is generated 
each time the encryption process take place. 
  As seen in Figure 2.4, Bob and Alice have data to be encrypted. They send the 
data for encryption. Once the encryption is complete, Bob and Alice have their own 
key to protect the data. The key content username and password. This is additional 
protection that added into the system to secure the data. The key can be shared 
depending on the types of keys generated.  
      The key encryption method is very secure except that [27]:  
 The key generated is not an easy algorithm 
 At the receiver, decryption process will take place. This creates additional 
works to the system.  
 When more data presents in the network, the system will become more 
complex and difficult to handle. 
2.6 Reviews Other Related Research 
Encryption process had been introduced a secure communication is needed. There 
were many researchers in the past had did a great job on the encryption. This section 
will present some of the latest encryption system. The rest of the encryption systems 
will be summarized into a table.  
presented a review of hash function in cryptography method [28]. The paper 
has summarized the idea and concept of cryptography hash function using a simple 
diagram. Below is the diagram proposed in the paper for reader to understand the hash 








Figure2.5: Cryptography hash function 
 
Based on the proposed diagram, there are several messages waiting for hash. 
These messages are placed in the hashed and then come out with hashed encryption. 
After the hash is produced, the block will be deleted and the hashes are sent for storage.  
presents the important function contributes by hash in the cryptography system 
[29]. The paper explains in detail about hash functions from the unencrypted message 
turned in encrypted message. To make people understand the function, the paper 
presents the following concept. 
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